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Certificates in general

A digital certificate, also known as a public key certificate, is used to cryptographically link
ownership of a public key with the entity that owns it. Digital certificates are for sharing public
keys to be used for encryption and authentication. Each public key has a corresponding private
key, data encrypted using either one of the keys can only be decrypted with its counterpart. As
the private key is kept secret, data that is decrypted using public key indicates that the source of
the information can only be the holder of the private key. Digital certificates include the public
key being certified, identifying information about the entity that owns the public key, metadata
relating to the digital certificate and a digital signature of the public key created by the issuer of
the certificate (1). Certificates come in various formats, of which the common ones are described
below (2).

PEM Format
The PEM format is the most common format that Certificate Ao DI QU BVEV 2dENBX RS ENMASCATUECHAEV OV 2 ASEPMAOCATUECouGAVNT
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AUthorItles Issue Certlflcates In PEM Certlflcates usua”y have CzAJBgNVBAYTAKSMMIIBI jANBgkqhk iGOw@BAQEFAAOCAQ8AMIIBCGKCAQEALFVY
1 nnClawGqpSkMLUMS+6HMITENUXqVXx15v8M5nqQoaAAyEICW74PLs3t8spi3VRcT4
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encoded ASCII files and contain "----- BEGIN CERTIFICATE----- ZAThKSccnvHF9gxnf7BpaDd0Ys5AbBVFOTLdtXAWzayXdaBUce2smoE IF1FkHr6h

Ey676HESAY2Q1f6TSme+11JuuWAhjs70uS2+j31kGsvfkMqD6YreZz+20IVeN4QD

n n n 9JQ/dj3/cCIhR/gOPQIDAQABO38wfTAMBgNVHRMBATBEAjAAMBBGA1UdIWQYMBaA
and _____ END CERTIFICATE _____ Statements Server FBY85yDp1pTvH+Wi8bj8vurfLDeBMBAOGA1UdIQQWMBQGCCSGAQUFBWMCBggrBgEF
.p . . e . BQcDBDAdBGNVHQ4EFgQUb7sCvdSrHD1tAUBjA6 rR6mL1A4UwDgYDVROPAQH/BAQD
certificates, intermediate certificates, and private keys can all AgXgMABGCSQGSTbIDQEBCHUAAGTCAQBWIONT f JQRABGNGYGIBYANQT3aF xBSP52C
. SRrr+LyX9/iR86+B9F+FdVNDTvbwq6SFFauAtFbiihg/VMtAEJiWleD12anZS1X3
F15S0CzDtPTw3R1leboAJZNIah48umZsPOIXGGg2 fruQSN2GiBCTbfkppr8MpHqBO

be pUt Into the PEM format p7C6YwbwZxynKzWfeecXK/k4sLXBAEZ2GRYILN/LZODqIBFMIbHMaF fiFev2SG5h

6HLattnUkWZz8MHFd lCoyWI/PEa+8XKVSGgb1EdmQn1GrHTQFLZb/WG11g2YSgnz

ApaChe and other similar servers use PEM format certificates. WIkp1hs3+L8bpv3FLME0SnhCQqxCA3VdyKWLMC 10mideoDCvqYMVOXIWx rDRINIR

Bco6pNIpTfsoP6f3YKOqlu6dIBtYdH5DaVemqvG8brzn@THOSp4cFo3d5cqNozFX

Several PEM certificates, and even the private key, can be TRCEoX)SCT X naFIMZDIKCDENEAMNIBVASUnLUSOT 20K TYLQURVOVOr LTV uBo

included in one file, one below the other, but most platforms, Bifgiﬁzi‘}é:ﬁlité?:iéi;?ﬁiﬂ?i?ié¥§§S¢C;§3E§‘é§‘333&3323’;‘?)3?23235
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such as Apache, expect the certificates and private key to be in  — END CERTIFICATE-———

separate files. 1 PEM format certificate

DER Format

The DER format is simply a binary form of a certificate instead of the ASCIl PEM format. It sometimes
has a file extension of .der but it often has a file extension of .cer so the only way to tell the difference
between a DER .cer file and a PEM .cer file is to open it in a text editor and look for the BEGIN/END
statements. All types of certificates and private keys can be encoded in DER format. DER is typically
used with Java platforms.

PKCS#7/P7B Format
The PKCS#7 or P7B format is Usua”y stored in Base64 ASCI| ;!;;;;gsg;gzmszﬁ;a;;llmjCCChYCAOExADALBgkqhkiGQwOBBngggnBMHE

9zCCAmugAWIBAQIIYbCYZxby62AwDQYIKoZIhvcNAQELBQAWSDEZMBCGATUEAWWQ

format and has a file extention of .p7b or .p7c. P7B certificates e ohronion asmoraraoyrbaos dut xnbeambor

s " " " FTATBGNVBAMMDEFCQyBUCNV a2 1uZZEUMBIGAUEBRHLTkwwHDAWMDAWMDEXCZA)
contain "----- BEGIN PKCS7----- and "----- END PKCS7----- BgNVBAYTAKSMMITBI j ANBgkahk iGOwWOBAQEFAAOCAQBAMIIBCGKCAQEALFVYNNC1
fil | . i d chai awGapSKHLURS+6HmOTENUXqVx15v8MSnqQoaAAYETCHT 4PLs3t8Spi VRCT4-+whic
2ii7gHmCW2UgqcYCziBQErPGSadwjXFIfdNrkr38dpxmyIKGco80i43zdcN1MXBM

statements. A P7B file on y contains certificates and chain 9t+55/CAacZINSTfu6aS8chv508KT+YxRhvKZoCO/3A0m1EKBO1 TcnadiC+zAfh

certificates, not the private key. Several platforms support P7B
files including Microsoft Windows and Java Tomcat.

2 Part of P7B format certificate

PKCS#12/PFX Format

The PKCS#12 or PFX format is a binary format for storing the server certificate, any intermediate
certificates, and the private key in one encryptable file. PFX files usually have extensions such as .pfx
and .p12. PFX files are typically used on Windows machines to import and export certificates and
private keys. Please note that for Java the PKCS12 format is now recommended as industrial standard,
removing the need for creating a Java key store (JKS).

(1) https://searchsecurity.techtarget.com/definition/digital-certificate
(2) https://www.sslshopper.com/ssl-converter.html -._“
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https://searchsecurity.techtarget.com/definition/encryption
https://searchsecurity.techtarget.com/definition/digital-signature
https://www.sslshopper.com/certificate-authority-reviews.html
https://www.sslshopper.com/certificate-authority-reviews.html
https://searchsecurity.techtarget.com/definition/digital-certificate
https://www.sslshopper.com/ssl-converter.html

ISHARE specific certificate types

Within iISHARE, certificates and public keys are used for 3 main purposes. ldentification &
authentication of a legal entity, digital signhatures to protect the integrity of digital claims and
securing HTTP connections to servers. As specific internal usage and storage of certificates and
key pairs is very much dependant on the on-premise situation, this section details only the
standardised usage of certificates regarding iISHARE. This entails API HTTP requests, and
certificate details found in these requests.

On certificates itself, the common X.509 format is used, where the intended key usage contains ‘Digital
Signature’. As for certificate authorities (CA), iISHARE trusts CAs that are certified to issue certificates
within the eIDAS (3) framework. More specifically, only so-called ‘qualified seals’ within the scope of
elDAS. Within the Netherlands, during start-up phase ‘PKI-Overheid Server certificates’ will be allowed.

In general, the OAuth access token request is where certificates are used by a client as prove to their
identity claim (“client_assertion”). The other main use is for signing server responses in the form of
(signed) JSON Web Tokens. Please refer to https://jwt.io for everything related to JSON Web Tokens,
and for libraries for various programming languages that provide functionality for creating, signing and
validating JSON Web Tokens.

iSHARE JSON Web token ‘x5c’ header MIIEQZCCANUGAWIBAQITYDCYZxbY62AWDQYKoZIhve! NAQELBQAnSI;Ei?::g::xE
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iISHARE Scheme Owner /testing/generate-jws

- certificateHash (request header)
SAH256 hash (without “:”) of certificate associated with private key
Note: this APl is only for testing and is not available for production, participants must be able to
create their own JWS

SDAC32B67846FFBS9B7C1590FE731ETCART

iISHARE Scheme Owner /testing/generate-jws T A
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iISHARE Scheme Owner /certificate_validation o e B T T g

- certificate (request body) S o
raw ‘application/json’, array with strings G

- Each string is a PEM encoded certificate, which is then base64 UTF8 = e oy
encoded Pt oans o T
Note: this API is for temporary use only, as it is recommended to do  Iemasimm e maaeemonmmre
certificate validation yourself. The Scheme Owner is not liable for Ty Kz
invalid responses from this endpoint R ”“““‘::j:
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(3) https://ec.europa.eu/digital-single- market/en/tgé‘ﬁgjces-and-eid
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OpenSSL conversion commands

Certificate formats can be converted into one another, enabling developers to acquire a suitable
certificate format for their systems. This can be done via online tools or services, but also directly on your
machine using OpenSSL. By using OpenSSL, you can keep your sensitive data on your machine, rather
than sharing it online. After installing OpenSSL on your machine, you can use the following commands
for certificate/key conversion.

Please refer to https://www.openssl.org to learn more about OpenSSL.

pl2to .pem conversion

Convert .p12 (certificate+key) to .pem in new file
Openssl pkcsl2 -in filename.pl2 -out filename.pem

Convert .p12 (certificate+key) to .pem (certificate only) in new file
Openssl pkcsl2 -in filename.pl2 -out filename.pem -nokeys

Convert .p12 (certificate+key) to .pem (private key only) in new file
Openssl pkcsl2 -in filename.pl2 -out filename.pem -nocerts

.pem to .der conversion

Convert .pem (certificate) to .der (certificate) in new file
Openssl x509 -outform der -in filename.pem -out filename.der

Convert .der (certificate) to .pem (certificate) in new file
Openssl x509 -inform der -in filename.der -out filename.pem

pem to .p7b conversion
Convert .pem (certificate) to .p7b certificate (requires CA certificate as well)
Openssl crl2pkcs7 -nocrl -certfile filename.pem -out filename.p7b -certfile

CAcertificatefilename.pem

Convert .p7b (certificate) to .pem (certificate)
Openssl pkcs7 -inform der -in filename.p7b -out filename.pem

Jpem various actions
Inspect .pem (private key) cryptographic details, such as modulus and exponent, display in terminal
Openssl rsa —-inform PEM -text -noout < filename.pem

Inspect .pem (certificate) SHA256 hash, display in terminal
Openssl x509 -in filename.pem -sha256 -noout -fingerprint
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